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management and business continuity are fundamental to the Council’s achievement of its strategic 
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Recommendation to the decision maker 

Governance and Audit Committee is asked to approve the Risk Management and 
Business Continuity annual review outlined in this report. 
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1 The Background to the Report 

1.1 A key element of the terms of reference of the Committee is to monitor and review the risk 

management and business continuity arrangements in place and the activities that are 

being undertaken to assess the effectiveness of those arrangements. 

2 Risk Management Annual Report 

Risk Management Framework 

2.1 The current Risk Management Framework 2018-20 was revised and approved by 

Governance and Audit Committee at its meeting on 20 September 2018. The Framework 

provides details of the risk environment the Council operates within, and the controls and 

mechanisms that are in place, to ensure risk is sufficiently managed by officers and 

Members. Throughout the period of 2020-21 risk management activities have been 

undertaken in accordance with the Framework. During the financial year, the Framework 

has been responsive and adaptive in order to respond the reflect the ever-changing 

operating framework. One of the biggest areas of impact has been the business continuity 

arrangements and this is detailed at section 3 of the report. 

2.2 The Risk Management Framework has been reviewed and is updated and features as a 

separate agenda item at this meeting.  

Risk Management Group 

2.3 The Risk Management Group, consisting of all Heads of Service (or their representative) 

plus other key officers, and chaired by the Governance & Risk Officer, met during the year 

to discuss issues relating to risk management, internal audit, insurance, counter fraud 

governance, procurement, data protection business continuity and safeguarding. However 

due to the pressures facing the service teams during the year, the frequency and 

attendance of the Group was unpredictable and not as frequent as would usually be the 

case.  However it is hoped that the frequency and levels of attendance will increase in 

2021/22.  The Terms of Reference for the Group are attached as Appendix A. 

Service Risks and the Impact of COVID-19 

2.4 Heads of Service were asked in April 2020 to review their service risks due to the 

emerging impact of the pandemic on their services.  They were asked to review the 

likelihood and impact of the risks occurring and capture any additional controls required.   

2.5 Heads of Service were asked to categorise their risks and assess their risk priority.  The 

profile of the risks identified, before the additional controls, is shown below: 

Risk Category Low Medium High Very High Total 

Customer 2 8 6  16 

Financial 1 3 3 12 19 

Health & Safety  1 5 3 9 

Internal 1 2  1 4 

Legislative 1 2 2 3 8 

Reputational  3 4  7 

Other 1 3 4  8 

 6 22 24 19 71 



 

 
 

2.6 The risks identified at the time were summarised in the following areas: 

• Unoccupied buildings and compliance with insurance requirements 

• Remote working 

• Vulnerable residents 

• Decision making 

• Social distancing rules ignored 

• Reduced/loss income eg arts centre, car parks, building control, markets etc 

• Staffing of Community Hub 

• Increase in staff sickness and/or resilience of staff and the impact on service areas 

• Statutory compliance 

2.7 Additional controls were subsequently identified and implemented to reduce the impact of 

all the risks identified to reduce the overall impact.  These continued to be monitored by 

service areas during the year as the risk profile changed and risk exposure reduced. 

2.8 Heads of Service, as part of their completion of the Annual Assurance Statement, 

responded to supplementary statements around the impact of COVID-19 on their service 

areas - this is further explained in 2.15.  The outputs from the Assurance Statement, 

including the impact of COVID-19, have been discussed at Risk Management Group and 

continue to be monitored throughout the pandemic period. 

Strategic Risk Register 

2.9 The Governance and Audit Committee approved the change from a Corporate Risk 

Register to a Strategic Risk Register on 4 June 2020.  The Strategic Risks were further 

discussed on 20 November 2020 and 4 February 2021. 

2.10 The Governance and Audit Committee last approved the Strategic Risk Register on 4 

February 2021 following a number of changes and the move away from a corporate risk 

register to a more strategically themed approach.  

2.11 The following strategic risk themes are now incorporated into the Register: 

− Ensuring efficient and effective internal control/compliance 

− Achieving Council transformation 

− Supporting communities 

− Achieving future financial resilience 

− Creating the right culture, capacity and capability  

− Ability to be agile and shift focus in response to policy and political change 

− Ensuring robust security measures to protect the Council’s data and network from 
external threats 

2.12 The Strategic Risk Register will be reviewed by Corporate Management Team and 

Governance and Audit Committee biannually. 

2.13 The Strategic Risk controls and actions are tracked and monitored using software 4risk™.  

This risk management software provides a complete picture of the risk, controls and 



 

 
 

assurance environment.  4risk enables and enhances the ability to monitor and measure 

overall exposure to risk and examine the effectiveness of the control environment through 

tailored reporting options.  Progress of risk actions can be tracked through to 

implementation and outcome.   

Annual Assurance Statement 

2.14 Heads of Service have individually compiled an Annual Assurance Statement for 2020-21 

(blank template attached as Appendix B) in respect of their area of responsibility which is 

designed to assess the effectiveness of the key internal control environment. Heads of 

Service were asked to agree, or otherwise, to various statements based on their 

knowledge and understanding across seven core areas of assurance:  

• Business Continuity  

• Governance  

• Health and Safety  

• IT Security and Confidentiality  

• Probity and Regularity  

• Procurement  

• Staffing and Development  

2.15 The overall assurance level revealed that managers fully agreed with 79% of the 

statements on assurance with the remainder being 13% partially agreed; 2% not agreed 

and 6% did not know.  

2.16 Areas identified for improvement which were relevant across a broad range of service 

areas were under the thematic headings of Business Continuity, ICT and Procurement. 

2.17 Suggested actions will be taken to improve the level of assurance over the controls. These 

may be addressed at service level, or corporately, to improve internal controls. Internal 

Audit as part of the annual planning process will seek verification of the assurance levels 

being provided. This will further inform the overall assurance with regards to the 

management of assurance within the Council. Actions will be monitored throughout 2021-

22.  

2.18 Heads of Service also responded to supplementary statements around the impact of 

COVID-19 on their service areas.  A summary of those responses is attached at Appendix 

C.  Corporate Management Team has considered common themes to improve the current 

situation and considered any actions to be taken. 

3 Business Continuity Annual Report 

Introduction 

3.1 The Council has robust business continuity arrangements which have been tested and 

proven over the last 15 months or so. 

3.2 During 2020/21 the Coronavirus outbreak remained a constant and significant threat which 

required regular review and monitoring. The work that had been undertaken on service 

level business continuity plans and the ICT infrastructure ensured the Council was in 

strong position to continue providing key services with little or no interruption. 

 



 

 
 

Coronavirus 

3.3 The Coronavirus outbreak has been with us for some time now and the work undertaken 

to review and improve plans, as well as the elimination of single points of failure, continue 

to ensure business continuity in excess of anything previously planned or expected. These 

plans continue to develop as the Council considers the repopulation of office space, and 

how best to manage the move from response to recovery, but the emergence of new 

variants must be monitored. The unprecedented number of, and length of time for which 

home workers have been supported, provides assurance that the authority could quickly, 

and with minimal disruption, return to this state should an emerging variant require it.  

3.4 The rapid deployment of over 90 staff members from non-critical services, into critical 

services ensured they were not only able to continue operating but were able to provide 

support to the community and community groups during the crisis. For example, the 

organisational and Development team were involved in the creation of a centralised P.P.E 

store, coordinating befriending services, providing up to date staff availability information 

and the provision of a Lateral flow test site in South Kesteven. The community Hub team, 

created on 24 March 2020, had a core of 16 staff members worked with partner agencies, 

over 55 charity organisations and also supported a number of community efforts. It has 

taken in excess of 2,800 contacts since being created. 

3.5 Officers continued to attend both Tactical Coordination Group and Strategic Coordination 

Group meetings to ensure the Council had a clear understanding of the County and 

National situation and could, where required, quickly adapt to evolving changes in 

guidance or requirements. The attendance of these groups strengthened the Council’s 

ability to respond to emerging threats and promoted partnership working and mutual aid 

with Local Resilience Forum (LRF) members. As part of this the Council participated in 

Operation Eagle. This was designed to test the Council and LRF’s ability to respond to 

and support the need for surge testing within Lincolnshire should a variant of concern be 

identified. The results of this test were very positive with officers and vehicles ready to 

deploy from across the County within a matter of hours of the plan being activated. 

 Risk Assessments 

3.6 Covid risk assessments, covering both service and building specific, continued to be 

reviewed and updated as guidance and understanding of new variants and transmission 

vectors grew. This work is ongoing to ensure the Council maintains the high levels of risk 

control for the safety of all those who work for and come into contact with those acting for 

the Council. 

Business Continuity Plans 

3.7 The business continuity plans developed in 2020 will be reviewed over the coming year as 

required and this will include the fuel contingency plan, severe weather plan. 

Local Elections 

3.8 Preparing for the election during the Pandemic presented some logistical 

challenges.  Covid controls and restrictions meant an additional 56 personnel were 

required, in addition to the usual 163, to operate the poll stations and count venue in a 

Covid secure way along with additional equipment, screens, PPE and training.  All of 

which had to be provided to ensure the process was safe. Covid risk assessments were 

developed for all aspects of the elections and over 25 higher risk sites were identified 

which required additional site-specific assessments in order for them to be safely utilised. 

 



 

 
 

Emergency Plan 

3.9 The Council’s emergency plan is scheduled for review this year. A robust arrangement for 

24/7 cover with CCTV, emergency officer rota and out of hours strategic officer rota. This 

is kept under review and improved where appropriate. 

Training 

3.10 Multi agency tactical and strategic level training was arranged via the LRF and is run 

throughout the year.16 officers have attended / are scheduled to attend either refresher or 

first-time training for these roles. The training provides officers with the skills and 

knowledge to support other agencies or when required to lead on a number of 

emergencies. 

ICT 

3.11 The ICT team continue to support the continued provision of business continuity with 

significant numbers of staff still working from home and utilising equipment provided by the 

Council to ensure business needs and service requests continue to be met. 

3.12 The Council must continue to meet this investment in order to combat the rising threat 

posed by cyber-attacks. Cyber security's core function is to protect the devices we all use 

(smartphones, laptops, tablets and computers), and the services we access at work. It's 

about preventing unauthorised access to the vast amounts of information we store on 

phones, laptops and online. Cyber security is important because smartphones, computers 

and the internet are now a fundamental part of modern work life and could have significant 

impact on the Council’s ability to provide services to the public and our partners, agencies, 

and the community. The ICT team have a member of the team trained to a recognised 

standard in cyber security – Certified Information Security Manager (CISM). 

3.13 The GDPR (General Data Protection Regulation) and DPA (Data Protection Act) 2018 

also require the Council to implement appropriate security measures to protect personal 

data or face the additional risk of substantial fines in addition to the damage caused by 

successful cyber-attacks. 

Conclusion 

3.14 The level of service which the Council has been able to maintain throughout 2020 and into 

2021 continues to evidence the strength of the arrangements and flexibility of the staff to 

adapt to new challenges. The investment made into the ICT infrastructure has also 

contributed greatly to managing this situation. 

4 Consultation and Feedback Received, Including Overview and Scrutiny 

4.1 Governance and Audit Committee is asked to note the contents of this report and 

supplementary appendices. 

5 Reasons for the Recommendation 

5.1 Governance and Audit Committee, as part of its terms of reference, is required to monitor 

and review the risk management and business continuity arrangements in place and the 

activities that are being undertaken.  In order to be able to consider the outcome of any 

review of existing arrangements the Committee must be fully informed. 

6 Next Steps – Communication and Implementation of the Decision 

6.1 N/A 



 

 
 

 

7 Financial Implications  

7.1 These are contained within the report where appropriate. 

Financial Implications reviewed by: Richard Wyles, Interim Director of Finance 

8 Legal and Governance Implications  

8.1 There are no additional legal implications to consider. 

Legal Implications reviewed by: Shahin Ismail, Monitoring Officer 

9 Equality and Safeguarding Implications  

9.1 None. 

10 Risk and Mitigation 

10.1 These are contained within the report where appropriate. 

11 Community Safety Implications  

11.1 None. 

12 Background Papers 

12.1 Risk Management Framework – proposed changes 

Report to the meeting of 4 June 2020 Governance and Audit Committee 

Appendix A Mapping of Corporate Risks to Strategic Risks 

Appendix B Strategic Risks 

12.2 Strategic Risk Register 

Report to the meeting of 20 November 2020 Governance and Audit Committee 

Appendix A Strategic Risks 

12.3 Strategic Risk Register Update 

Report to the meeting of 4 February 2021 Governance and Audit Committee 

Appendix A Strategic Risk Register 

13 How will the recommendations support South Kesteven District 

Council’s declaration of a ‘climate emergency’? 

The recommendation will have a neutral effect on the Council’s declaration of a climate 

emergency. 

14 Appendices 

14.1 Appendix A – Risk Management Group Terms of Reference  

14.2 Appendix B – Annual Assurance Statement – blank template 

14.3 Appendix C – Impact of COVID-19 on Service Areas 

 

 

 

http://moderngov.southkesteven.gov.uk/documents/s25679/Risk%20Management%20Framework%20-%20proposed%20changes.pdf
http://moderngov.southkesteven.gov.uk/documents/s25680/Appendix%20A%20-%20Mapping%20of%20Corporate%20Risks%20to%20Strategic%20Risks.pdf
http://moderngov.southkesteven.gov.uk/documents/s25681/Appendix%20B%20-%20Strategic%20Risks.pdf
http://moderngov.southkesteven.gov.uk/documents/s28424/Strategic%20Risk%20Register.pdf
http://moderngov.southkesteven.gov.uk/documents/s28425/Appendix%20A.pdf
http://moderngov.southkesteven.gov.uk/documents/s28996/Strategic%20Risk%20Register.pdf
http://moderngov.southkesteven.gov.uk/documents/s28997/Appendix%20A%20-%20Strategic%20Risk%20Register.pdf


 

 
 

Report Timeline:  Date of Publication on Forward Plan (if 
required) 

Not required 

Previously Considered by: Governance and 
Audit Committee 

Not applicable 

Final Decision date   9 June 2021 

 


